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Item 7.01 Regulation RD Disclosure
Agreements with the Centers for Medicare & Medicaid Services

On November 4, 2015, eHealth, Inc. (the “Company”) (through its subsidiary eHealthInsurance Services, Inc.) entered into an “Agreement Between
Web-Broker and the Center for Medicare and Medicaid Services for the Federally-Facilitated Exchange Individual Market” (the “CMS Agreement”). The
CMS Agreement replaces but does not materially change the terms of a previous agreement that the Company entered into with the CMS which expired on
October 30, 2015. CMS is the government agency that is responsible for the management and oversight of the Federally-facilitated marketplace (“FFM”)
created under the Patient Protection and Affordable Care Act of 2010, as amended (the “Affordable Care Act”).

Under the Affordable Care Act, each state in the United States is required to create a government-run health insurance exchange through which
individuals may among other things (i) enroll in health insurance coverage under a qualified health plan (“QHP”); and (ii) apply for advance payments of
premium tax credits and cost-sharing reductions for QHPs (hereinafter, “subsidies”). In order for an individual to receive a subsidy, the individual must enroll
in a QHP through the government-run exchange. In the event a state determines not to establish a health insurance exchange, CMS is permitted to operate the
FFM as the health insurance exchange for that state. Under the Affordable Care Act, a state may permit health insurance agents such as the Company to enroll
individuals into QHPs through the health insurance exchange.

Pursuant to regulations issued by the Department of Health and Human Services, an agent or broker that desires to enroll individuals into qualified
health plans through a government-run health insurance exchange, including the FFM, must meet several conditions and requirements, including additional
conditions and requirements if the website of the agent or broker is used to complete QHP selection. The Company’s entering into the CMS Agreement is one
of those conditions and requirements. Provided that the Company satisfies the terms and conditions of the CMS Agreement, the CMS Agreement permits the
Company to (i) receive certain personally identifiable information held in the health insurance exchange program; (ii) gain access to business and technical
services provided by CMS that would enable the Company to establish a connection to the FFM; and (iii) create, collect, disclose, access, maintain, store and
use personally identifiable information from CMS and individuals who are eligible for, enrolled in or seeking information regarding QHPs. The CMS
Agreement defines the set of information that the Company may create, collect, disclose, access, maintain, store and use and places restrictions on the
Company’s use and disclosure of such information. Moreover, the agreement contains privacy and security standards and implementation specifications that
the Company must meet in order to have access, and continue to have access, to the information necessary to enroll individuals into QHPs through the FFM
and to assist individuals in applying for subsidies. The term of the CMS Agreement ends on October 31, 2016, after which the agreement may be renewed for
subsequent and consecutive one (1) year periods subject to CMS’ sole and absolute discretion. In addition, the CMS Agreement may be terminated for
convenience upon thirty (30) day’s prior written notice by either the Company or CMS and may be terminated by CMS upon notice in connection with certain
material breaches of the agreement. Moreover, CMS may amend the CMS Agreement upon 30-day’s notice to reflect changes in applicable law or
regulations. All agents and brokers who use their internet website to assist individuals in applying for qualified health plans and subsidies through the FFE
(“WBEs”) are required to enter into the CMS Agreement.

Robert Hurley, an executive officer at the Company and a primary writing agent for the Company, as well as certain other individually licensed
health insurance agents, also entered into an agent agreement (the “CMS Agent Agreement”) with CMS in the form attached hereto as Exhibit 99.2. All
agents and brokers, including those that do not use their internet website to assist individuals in applying for qualified health plans and subsidies through the
FFM, are required to enter into the CMS Agent Agreement. The CMS Agent Agreement contains requirements that must be met in order to enroll eligible
individuals in qualified health plans through the FFM. The CMS Agent Agreement provides that in order to do so the agent must (i) register with the FFM;
(ii) receive training in the range of QHP options and insurance affordability programs offered through the FFM; (iii) comply with comprehensive privacy and
security standards adopted by the FFM; (iv) comply with all other applicable laws, statutes, regulations, ordinances and guidance issued or to be issued; and
(v) maintain valid licensure in each state where the agent offers QHPs through the FFM. The term of the CMS Agent Agreement ends on the day before the
first day of the open enrollment period for the benefit year beginning January 1, 2017, after which the agreement may be renewed for subsequent and
consecutive one (1) year periods subject to CMS’ sole and absolute discretion. CMS may also amend the agreement to incorporate any additional standards
required by statute, regulation or policy implementing or interpreting such statutory or regulatory provisions. Moreover, statutory, regulatory and sub-
regulatory guidance released by CMS controls over the terms of the CMS Agent Agreement.

While the Company has entered into the CMS Agreement and individuals at the Company have entered into the CMS Agent Agreement, there are
risks and uncertainties relating to the Company’s ability to enroll individuals into qualified health



plans through the FFM and to assist those individuals in applying for subsidies. Among other things, the Company must satisfy the requirements contained in
the CMS Agreement, the CMS Agent Agreement and applicable laws, regulations and regulatory guidance; maintain a compliant web platform incorporating
those requirements; obtain qualified health plan information from the Company’s health insurance carrier partners and CMS and incorporate it into its web
platform; maintain a privacy and security program to conform to the privacy and security requirements of the CMS Agreement and CMS Agent Agreement as
well as laws, regulations and regulatory guidance applicable to the Company acting as a WBE; and successfully adopt and maintain solutions to integrate with
FFM systems so that information may be passed to and from the Company and the FFM relating to enrollment in qualified health plan and subsidy eligibility.
In addition, the Company is dependent upon the operability of the FFM website and systems to be able to enroll individuals in QHPs through the FFM, and
any change to, failure of or interruption in the availability of the website or systems could harm the ability of the Company to enroll individuals into QHPs.
The Company depends upon the FFM for a number of other things relating to the Company’s ability to enroll individuals into qualified health plans, including
integration with the FFM and the FFM data hub as well as certain qualified health plan information required under the applicable regulations to be displayed
on the Company’s website. Moreover, individual states participating in the FFM may determine not to allow agents and brokers such as the Company to
enroll individuals in QHPs through the FFM. In addition, CMS may determine not to permit the Company to use the online process it has developed for
enrolling subsidy-eligible individuals in QHPs through the FFM. The Company cannot assure that it will continue to be able to enroll individuals into
qualified health plans within any specific timeframe. If the Company is not able to successfully adopt and maintain solutions to scalably enroll individuals
and families into the qualified health insurance plans, the Company may lose existing members and new members, which would harm the Company’s
business, operating results and financial condition.

The foregoing description of the terms of the CMS Agreement and the CMS Agent Agreement does not purport to be complete. The CMS
Agreement and the CMS Agent Agreement are qualified in their entirety by reference to the full text of the CMS Agreement and the CMS Agent Agreement,
copies of which are attached hereto as Exhibits 99.1 and 99.2. In addition, the discussion of aspects of the Affordable Care Act and related regulations are
merely summaries of aspects of complex laws and do not purport to be complete summaries.

This Current Report on Form 8-K contains forward-looking statements, including statements regarding the Affordable Care Act and the related
regulations, the FFM’s expected operation of health insurance exchanges during the open enrollment period that began on November 1, 2015, the obligation
of eligible individuals to purchase qualified health plans through a government-run health insurance exchange and the Company’s ability to enroll individuals
in qualified health plans through the FFM. These forward-looking statements involve certain risks and uncertainties that could cause actual results to differ
materially from those indicated in such forward-looking statements, including, but not limited to, permission for health insurance agents such as the Company
use the online process it has developed to enroll individuals into qualified health plans through the FFM so that the individuals may receive a subsidy; the
Company’s ability to enroll individuals in qualified health plans through the FFM; the Company’s ability to maintain our agreements with the CMS which
need to be renewed every year; the Company’s ability to satisfy the conditions and requirements contained in the CMS Agreement and the CMS Agent
Agreement, applicable laws, regulations and regulatory guidance; the Company’s ability to maintain a compliant web platform incorporating the requirements
of the CMS Agreement, the CMS Agent Agreement, and applicable laws, regulations and regulatory guidance; the Company’s ability to obtain qualified
health plan information from the Company’s health insurance carrier partners and CMS and incorporate it into its web platform; the Company’s ability to
maintain a privacy and security program to conform to the privacy and security requirements of the CMS Agreement and CMS Agent Agreement as well as
laws, regulations and regulatory guidance applicable to the Company acting as a WBE; the Company’s ability to adopt and maintain solutions to integrate
with the FFM so that information may be passed to and from the Company relating to enrollment in qualified health plan and subsidy eligibility; the
availability and reliability of the FFM website and systems; and the Company’s ability to timely meet the applicable requirements and potential changes in
laws, regulations and regulatory guidance. Other risks and uncertainties that can affect actual results are included under the captions “Risk Factors” and
“Management’s Discussion and Analysis of Financial Condition and Results of Operations” in our Annual Report on Form 10-K for the year ended
December 31, 2014 and our most recent Quarterly Report on Form 10-Q, which are on file with the SEC and are available on the investor relations page of
the Company’s website at http://www.ehealthinsurance.com and on the Securities and Exchange Commission’s website at www.sec.gov . All information
provided in this Current Report on Form 8-K is as of the date of its filing, and we undertake no duty to update this information unless required by law. The
information in Item 7.01 of this Current Report on Form 8-K and the exhibits attached hereto shall not be deemed “filed” for purposes of Section 18 of the
Securities Exchange Act of 1934, as amended. Except as shall be expressly set forth by specific reference in such filing, the information contained herein and
in the accompanying exhibits shall not be incorporated by reference into any filing with the Securities and Exchange Commission made by the company,
whether made before or after the date hereof, regardless of any general incorporation language in such filing.



Item 9.01 Financial Statements and Exhibits.
(d) Exhibits

Exhibit No. Description

99.1 Agreement between Web-Broker Entity and the Centers for Medicare & Medicaid Services for the Federally-
Facilitated Exchange Individual Market entered into as of November 4, 2015, between eHealthInsurance
Services, Inc. and the Center for Medicare & Medicaid Services.

99.2 Form of Agent-Broker General Agreement for the Federally-Facilitated Exchange Individual Market with the
Center for Medicare & Medicaid Services.



SIGNATURE

Pursuant to the requirements of the Securities Exchange Act of 1934, as amended, the registrant has duly caused this report to be signed on its behalf by
the undersigned hereunto duly authorized.

[s/ Stuart M. Huizinga

Stuart M. Huizinga
Chief Financial Officer

Date: November 10, 2015 (Principal Financial and Accounting Officer)
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Medicare & Medicaid Services.

99.2 Form of Agent-Broker General Agreement for the Federally-Facilitated Exchange Individual Market with the Center for
Medicare & Medicaid Services.



AGREEMENT BETWEEN WEB-BROKER ENTITY AND
THE CENTERS FOR MEDICARE AND MEDICAID SERVICES FOR
THE FEDERALLY-FACILITATED EXCHANGE INDIVIDUAL MARKET

THIS WEB-BROKER AGREEMENT (“Agreement”) is entered into by and between THE
CENTERS FOR MEDICARE & MEDICAID SERVICES (“CMS"), as the Party (as defined
below) responsible for the management and oversight of the Federally-facilitated Exchanges
(“FFEs™), including the CMS Data Services Hub (“Hub”), and_8Healihinsurance Senvices, Inc.
(hereinafter referred to as Web-broker Entity, or “WBE"), an Agent or Broker that uses a non-
FFE Internet web site in accordance with 45 CFR 155.2200(c)(3) to assist Consumers,
Applicants, Qualified Individuals and Enrollees in applying for Advance Payments of the
Premium Tax Credits ("APTCs") and Cost-sharing Reductions (“CSRs") for Qualified Health
Plans (“QHPs"), and/or in completing enrollment in QHPs offered in the individual market
through the FFEs, and provides Customer Service (CMS and WBE hereinafter referred to as the
“Party,” or collectively, as the “Parties™).

WHEREAS:

1. Section 1312(e) of the Affordable Care Act ("ACA™) provides that the Secretary of the
U.S. Department of Health and Human Services (“HHS™) shall establish procedures that
permit Agents and Brokers to enroll Qualified Individuals in QHPs through an Exchange,
and to assist individuals in applying for Advance Payments of the Premium Tax Credit
(“APTCs") and Cost-sharing Reductions (*CSRs™), to the extent allowed by Siates. To
participate in an FFE, Agents and Brokers (including WBEs) must complete all necessary
registration and training requirements under 45 CFR 155.22(0.

2. To facilitate the eligibility determination and enrollment processes, CMS will provide
centralized and standardized business and technical services ("Hub Web Services'™)
through an application programming interface to WBE that will enable WBE to establish
a secure connection with the Hub. The application programming interface will enable
the secure transmission of key eligibility and enrollment information between CMS and
WBE.

3. To facilitate the operation of the FFE, CMS desires to: (a) disclose PII which is held in
the Health Insurance Exchanges Program (“HIX™) to WBE: (b) provide WBE with
access to the Hub Web Services; and (c) permit WBE to create, collect, disclose, access,
maintain, store, and use PII from CMS, Consumers, Applicants, Qualified Individuals
and Enrollees, or these individuals™ legal representative or Authorized Representative, to
the extent that these activities are necessary to carry out the functions that the ACA and
implementing regulations permit WBE to carry out.

4. WBE is an entity licensed as an Agent or Broker and desires to gain access to the Hub
Web Services, and to create, collect, disclose, access, maintain, store, and use PII
from CMS, Consumers, Applicants, Qualified Individuals and Enrollees to perform
the Authorized Functions described in Sections [La of this Agreement.




5. 45 CFR 155.26(b) provides that an Exchange must require the same or more
stringent privacy and security standards as are established and implemented for the
Exchange under 45 CFR 155.26((a), as a condition of contract or agreement with
Non-Exchange Entities, and WBE is a Non-Exchange Entity.

6. CMS, in the administration of the FFEs and the Hub, has adopted privacy and security
standards concerning PII, as set forth in Appendix A, “Privacy and Security Standards
and Implementation Specifications for Non-Exchange Entities.”

Now, therefore, in consideration of the promises and covenants herein contained, the
adequacy of which the Parties acknowledge, the Parties agree as follows:

1. Definitions.

Capitalized terms not otherwise specifically defined herein shall have the meaning set forth in
the attached Appendix B, “Definitions™, andfor in 45 CFR 155.20, which definitions are
hereby incorporated by reference.

I1. Acceptance of Standard Rules of Conduct.

WBE hereby acknowledges and agrees to accept and abide by the standard rules of conduct set
forth below and in Appendix A, “Privacy and Security Standards and Implementation
Specifications for Non-Exchange Entities,” and Appendix C, “Standards for Communication
with the Hub,” which are incorporated by reference in this Agreement, while and as engaging in
any activity as WBE for purposes of the ACA. WBE shall be bound to strictly adhere to the
privacy and security standards, and to ensure that its employees, officers, directors, contractors,
subcontractors, agents, and representatives strictly adhere to the same, to gain and maintain
access to the Hub Web Services, and to create, collect, disclose, access, maintain, store, and use
PII for the efficient operation of the FFE.

a. Authorized Functions. WBE may create, collect, disclose, access, maintain, store,
and use P11 for:

1. Assisting with applications for QHP eligibility;

2. Supporting QHF selection and enrollment by assisting with plan selection
and plan comparisons;

®

Assisting with applications for the receipt of APTCs or CSRs, and
selecting an APTC amount;

4. Facilitating the collection of standardized attestations acknowledging the
receipt of the APTC or CSR determination, if applicable;

5. Assisting with the application for and determination of certificates of
exemption;

6. Assisting with filing appeals of eligibility determinations in connection
with the FFE;




7. Transmitting information about the Consumer’s, Applicant’s, Qualified
Individual’s, or Enrollee’s decisions regarding QHP enrollment and/or
CSR and APTC information to the FFE;

8. Facilitating payment of the initial premium amount to the appropriate
QHP;

9. Facilitating an Enrollee’s ability to disenroll from a QHP;

10. Educating Consumers, Applicants, or Enrollees on insurance affordability
programs, and if applicable, informing such individuals of eligibility for
Medicaid or Children’s Health Insurance Program (CHIP);

11. Assisting an Enrollee’s ability to report changes in eligibility status to the
FFE throughout the coverage year, including changes that may impact
eligibility (e.g., adding a dependent);

12. Correcting errors in the application for QHP enrollment;

13, Informing or reminding Enrollees when QHP coverage should be
renewed, when Enrollees may no longer be eligible to maintain their
current QHP coverage because of age, or to inform Enrollees of QHP
coverage options at renewal;

14. Providing appropriate information, materials, and programs to
Consumers, Applicants, Qualified Individuals, and Enrollees, to inform
and educate them about the use and management of their health
information, and services and options offered through the selected QHP
or among the available QHP options;

15. Contacting Consumers, Applicants, Qualified Individuals, and Enrollees
to assess their satisfaction or resolve complaints with services provided
by WBE in connection with the FFE, WBE or QHPs;

16. Providing assistance in communicating with QHP Issuers;

17. Carrying out the legal responsibilities related to the efficient functions of
QHP Issuers in the FFE, as permitted or required by WBE's contractual
relationships with QHP Issuers; and

18. Other functions substantially similar to those enumerated above and such
other functions that may be approved by CMS in writing from time to
time.

b. PII Received. Subject to the terms and conditions of this Agreement and applicable
laws, in performing the tasks contemplated under this Agreement, WBE may create,
collect, disclose, access, maintain, store, and use the following data and PII from
Consumers, Applicants, Qualified Individual, or Enrollees:

APTC percentage and amount applied
Auto disenrollment information
Applicant Name

Applicant Address




Applicant Birthdate

Applicant Telephone number

Applicant Email

Applicant Social Security Number

Applicant spoken and written language preference
Applicant Medicaid Eligibility indicator, start and end dates
Applicant Children’s Health Insurance Program eligibility indicator, start and
end dates

Applicant QHP eligibility indicator, start and end dates
Applicant APTC percentage and amount applied eligibility indicator, start
and end dates

Applicant household income

Applicant Maximum APTC amount

Applicant CSR eligibility indicator, start and end dates
Applicant CSR level

Applicant QHP eligibility status change

Applicant APTC eligibility status change

Applicant CSR eligibility status change

Applicant Initial or Annual Open Enrollment Indicator, start and end dates
Applicant Special Enrollment Period eligibility indicator and reason code
Contact Name

Contact Address

Contact Birthdate

Contact Telephone number

Contact Email

Contact spoken and written language preference
Enrollment group history {past six months)

Enrollment type period

FFE Applicant 1D

FFE Member ID

[ssuer Member ID

Net premium amount

Premium Amount, start and end dates

Credit or Debit Card Number, Name on Card

Checking account and routing number

Special enrollment period reason

Subscriber Indicator and relationship to subscriber

Tobacco use indicator and last date of tobacco use
Custodial parent

Health coverage

American Indian/Alaska Native status and name of tribe
Marital status

Race/ethnicity

Requesting financial assistance

Responsible person

Applicant/Employee/dependent sex name

Student status

Subscriber indicator and relationship to subscriber
4




V.

C.

Total individual responsibility amount

Collection of PIL PII collected from Consumers, Applicants, Qualified Individuals,
Enrollees, or their legal representative or Authorized Representative, in the context of
completing an application for QHP, APTC or C5R eligibility, or any data transmitted
from or through the Hub, may be used only for Authorized Functions specified in
Section ILa of this Agreement. Such information may not be reused for any other

purpose.

Collection and Use of Information Provided Under Other Authorities. This
Agreement does not preclude WBE from separately collecting information from
Consumers, Applicants, Qualified Individuals, or Enrollees, or their legal
representative or Authorized Representative, for a non-FFE/ non-Hub purpose, and
using, reusing, and disclosing the non-FFEmon-Hub information obtained separately
as permitted by applicable law and/or other applicable authorities. Such information
must be separately collected and stored from any PII collected in accordance with
Section IL.c of this Agreement.

Ability of Individuals to Limit Collection and Use. WBE agrees to allow the
Consumer, Applicant, Qualified Individual or Enrollee to limit WBE's creation,

collection, disclosure, access, maintenance, storage, and use of their PII to the sole
purpose of obtaining WBE's assistance in applying for a QHP, APTC or CSR
eligibility, and for performing Authorized Functions specified in Section ILa of this
Agreement.

Effective Date and Term: Renewal.

a. Effective Date and Term. This Agreement becomes effective on the date the last of
the two Parties executes this Agreement and ends October 31, 2016.

b. Renewal. This Agreement may be renewed in the sole and absolute discretion of
CMS for subsequent and consecutive one (1) year periods upon thirty (30) Days’
advance written notice to WBE.

Termination.

a. Termination without Cause. Either Party may terminate this Agreement without

cause and for its convenience upon thirty (30)-Days’ prior written notice to the other
Party. This Agreement shall automatically terminate at the end of its term or in
connection with the rejection of an amendment as provided for in Section V.i of this
Agreement.

Termination with Cause. CMS may terminate this Agreement for cause upon thirty
(30)-Days’ written notice to WBE if WBE materially breaches any term of this
Agreement as determined at the sole but reasonable discretion of CMS, unless WBE
commences curing such breach(es) within such 30-Day period to the reasonable
satisfaction of CMS in the manner hereafter described in this subsection, and
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thereafter diligently prosecutes such cure to completion. The 30-Day notice from
CMS shall contain a description of the material breach, whereupon WBE shall have
seven (7) Days from the date of the notice in which to propose a plan and a time
frame to cure the material breach, which plan and time frame may be rejected,
approved or amended in CMS’s sole but reasonable discretion. Notwithstanding the
foregoing, WBE shall be considered in "Habitual Default” of this Agreement in the
event that it has been served with a 30-Day notice under this subsection more than
three (3) times in any calendar year, whereupon CMS may, in its sole discretion,
immediately thereafter terminate this Agreement upon notice to WBE without any
further opportunity to cure or propose cure.

¢. Destruction of PII. WBE covenants and agrees to destroy all PII in its possession at
the end of the record retention period required under Appendix A. If, upon the
termination or expiration of this Agreement, WBE has in its possession PII for which
no retention period is specified in Appendix A, such PII shall be destroyed within 30
Days of the termination or expiration of this Agreement. The WBE's duty to protect
and maintain the privacy and security of PII, as provided for in Appendix A of this
Agreement, shall continue in full force and effect until such PII is destroyed and shall
survive the termination or expiration of this Agreement. WBE acknowledges that the
termination or expiration of this Agreement will result in the de-registration of WBE
from FFE.

Miscellaneous.

a. Natice. All notices specifically required under this Agreement shall be given in
writing and shall be delivered as follows:

If to CMS:

Centers for Medicare & Medicaid Services (CMS)

Cenier for Consumer Information & Insurance Oversight (CCIIO)
Attn: Office of the Director

Room 739H

200 Independence Avenue, SW

Washington, DC 20201




If to WBE, to WBE's address on record.

Natices sent by hand or overnight courier service, or mailed by certified or registered
mail, shall be deemed to have been given when received: notices sent by facsimile
shall be deemed to have been given when the appropriate confirmation of receipt has
been received: provided, that notices not given on a business day (i.e., Monday-
Friday excluding Federal holidays) between 9:00 a.m. and 5:00 p.m. local time where
the recipient is located shall be deemed to have been given at 9:00 a.m. on the next
business day for the recipient. A Party to this Agreement may change its contact
information for notices and other communications by providing thirty (30) Days’
written notice of such change in accordance with this provision.

Assignment and Subcontracting. WBE shall not assign this Agreement in whole or in
part, whether by merger, acquisition, consolidation, reorganization or otherwise, nor
subcontract any portion of the services to be provided by WBE under this Agreement,
nor otherwise delegate any of its obligations under this Agreement, without the
express, prior writien consent of CMS, which consent may be withheld, conditioned,
granied or denied in CMS5’s sole and absolute discretion. WBE further shall not
assign this Agreement or any of its rights or obligations hereunder without the prior
written consent of the State. If WBE attempts to make an assignment, subcontract its
service obligations or otherwise delegate its obligations hereunder in violation of this
provision, such assignment, subcontract or delegation shall be deemed void ab inirio
and of no force or effect, and WBE shall remain legally bound hereto and responsible
for all obligations under this Agreement. WBE shall further be thereafier subject to
such compliance actions as may otherwise be provided for under applicable law.

Survival. WBE’s duty to protect and maintain the privacy and security of PII under
this Agreement shall survive the expiration or termination of this Agreement.

Severability. The invalidity or unenforceability of any provision of this Agreement
shall not affect the validity or enforceability of any other provision of this Agreement.
In the event that any provision of this Agreement is determined to be invalid,
unenforceable or otherwise illegal, such provision shall be deemed restated, in
accordance with applicable law, to reflect as nearly as possible the original intention
of the parties, and the remainder of the Agreement shall be in full force and effect.

Disclaimer of Joint Venture. Neither this Agreement nor the activities of WBE
contemplated by and under this Agreement shall be deemed or construed to create in
any way any partnership, joint venture or agency relationship between CMS and
WBE. Neither Party is, nor shall either Party hold itself out to be, vested with any
power or right to bind the other Party contractually or to act on behalf of the other
Party, except to the extent expressly set forth in ACA and the regulations codified
thereunder, including as codified at 45 CFR part 155.

Remedies Cumulative. No remedy herein conferred upon or reserved to CMS under
this Agreement is intended to be exclusive of any other remedy or remedies available
to CMS under operative law and regulation, and each and every such remedy, to the
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h.

extent permitted by law, shall be cumulative and in addition to any other remedy now
or hereafter existing at law or in equity or otherwise.

Compliance with Law. WBE covenants and agrees to comply with any and all
applicable laws, statutes, regulations or ordinances of the United States of America
and any Federal Government agency, board or court, that are applicable to the
conduct of the activities that are the subject of this Agreement, including but not
necessarily limited to, any additional and applicable standards required by statute,
and any regulations or policies implementing or interpreting such statutory
provisions hereafter issued by CMS. In the event of a conflict between the terms of
this Agreement and, any statutory, regulatory, or sub-regulatory guidance released by
CMS, the requirement which constitutes the stricter, higher or more stringent level of
compliance shall control.

Governing Law. This Agreement will be governed by the laws and common law of
the United States of America, including without limitation such regulations as may be
promulgated from time to time by the HHS or any of its constituent agencies, without
regard to any conflict of laws statutes or rules. WBE further agrees and consents to
the jurisdiction of the Federal Courts located within the District of Columbia and the
courts of appeal therefrom, and waives any claim of lack of jurisdiction or forum non
conveniens,

Amendment. CMS may amend this Agreement for purposes of reflecting changes in
applicable law or regulations, with such amendments taking effect upon thirty (30})-
Days’ written notice to WBE (“CMS notice period”) unless circumstances warrant
an earlier effective date. Any amendments made under this provision will only have
prospective effect and will not be applied retrospectively. WBE may reject such
amendment, by providing to CMS, during the CMS notice period, thirty (30)-Days’
written notice of its intent to reject the amendment (“rejection notice period”). Any
such rejection of an amendment made by CMS shall result in the termination of this
Agreement upon expiration of the rejection notice period.

Audit. WBE agrees that CMS, the Comptroller General, the Office of the Inspector
General of HHS or their designees have the right to audit, inspect, evaluate, examine,
and make excerpts, transcripts, and copies of any books, records, documents, and
other evidence of WBE's compliance with the requirements of this Agreement, upon
reasonable notice to WBE and during WBE’s regular business hours and at WBE’s
regular business location. WBE further agrees to allow reasonable access to the
information and facilities requested by CMS, the Comptroller General, the Office of
the Inspector General of HHS or their designees for the purpose of such an audit.

[REMAINDER OF PAGE INTENTIONALLY LEFT BLANK]




This “Agreement between WBE and the Centers for Medicare & Medicaid Services for the
Federally-facilitated Exchange Individual Market” has been signed and executed by:

EOR WEE
The undersigned is an authorized official of WBE who is authorized to represent and bind WBE for

purposes of this Agreement.

ﬁq / October 26, 2015

Signature of Authorized Official of WBE Date

Tom Tsao
Executive Vice President, Chief Technology and Product Officer

Printed Mame and Title of Authorized Official of WBE

eHealthinsurance Services, Inc.

WBE Name

eHealthinsurance Services, Inc.

440 E. Middlefield Road

Mountain View, California 94043
WBE Address

John Desser -- VP, Government Affairs/Public Policy
(202) 506-1096

WBE Contact Number




n Shields

Dave Nelson

ty Center & Operations Director
for Consumer Information & Insurance Oversight
for Medicare & Medicaid Services

FOR CMS

The undersigned are officials of CMS who are authorized to represent CMS for purposes of this
* Agreement.

Deputy Chief Operating Officer and Chief Information Officer

Centers for Medicare & Medicaid Services
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S ¢ Applicability:

These standards and implementation specifications are established in accordance with Section
1411(g) of the Affordable Care Act (42 U.S.C. § 18081(g)) and 45 CFR 155.260. All terms used
herein carry the meanings assigned in Appendix B, “Definitions,” andfor in 45 CFR. 155.20,
which definitions hereby incorporated by reference

The standards and implementation specifications that are set forth in this Appendix A and
Version 2.0 of the MARS-E suite of documents (which can be found at
http:/fwww.cms.gov/CCIIO/Resources/Regulations-and-Guidance/) are the same as, or more
stringent than, the privacy and security standards and implementation specifications that we have
established for the Federally-Facilitated Exchanges (“FFEs™) established under Section 1321(c)
of the Affordable Care Act (42 U.S.C. § 18041(c)).

The FFEs will enter into contractual agreements with all Non-Exchange Entities that gain access
to Personally Identifiable Information (“PII"") exchanged with the FFEs, or directly from
Consumers, Applicants, Qualified Individuals, Enrollees, Qualified Employees, and Qualified
Employers, or these individuals’ legal representatives or Authorized Representatives. That
agreement and its appendices, including this Appendix A, govern any PII that is created,
collected, disclosed, accessed, maintained, stored, or used by Non-Exchange Entities in the
context of the FFE. In signing that contractual agreement, in which this Appendix A has been
incorporated, Non-Exchange Entities agree to comply with the standards and implementation
specifications laid out in this document and the referenced MARS-E suite of documents while
performing the Authorized Functions outlined in their respective agreements.




In addition to the standards and implementation specifications set forth in the MARS-E suite
of documents noted above, Non-Exchange Entities must meet the following privacy and
security standards and implementation specifications to the extent they are not inconsistent
with any applicable MARS-E standards.

(1) Individual Access to PI: In keeping with the standards and implementation specifications
used by the FFE, Non-Exchange Entities that maintain and/or store PII must provide
Consumers, Applicants, Qualified Individuals, Enrollees, Qualified Employees, and
Qualified Emplovers, or these individuals' legal represemtatives and Authorized
Representatives, with a simple and timely means of appropriately accessing Pl pertaining
to them andfor the person they represent in a physical or electronic readable form and

JSormar.

a. Standard: Non-Exchange Entities that maintain and/or store PII must implement
policies and procedures that provide access to PIl upon request.

i. Implementation Specifications:

1. Access rights must apply to any PII that is created, collected,
disclosed, accessed, maintained, stored, and used by the Non-
Exchange Entity to perform any of the Authorized Functions
outlined in their respective agreements with the FFE.

The release of electronic documents containing P1I through any

electronic means of communication (e. g., e-mail, web portal) must

meet the verification requirements for the release of “written
documents™ in Section (5)b below.

3. Persons legally authorized to act on behalf of the Consumers,
Applicants, Qualified Individuals, Enrollees, Qualified Employees,
and Qualified Employers regarding their PII, including individuals
acting under an appropriate power of attorney that complies with
applicable state and federal law, must be granted access in
accordance with their legal authority. Such access would generally
be expected to be coextensive with the degree of access available to
the Subject Individual.

4. At the time the request is made, the Consumer, Applicant, Qualified
Individual, Enrollee or these individuals’ legal representatives or
Authorized Representatives should generally be required to specify
which PII he or she would like access to. The Non-Exchange Entity
may assist them in determining their Information or data needs if
such assistance is requested.

5. Subject to paragraphs (1}a.i.6 and 7 below, Non-Exchange Entities
generally must provide access to the PII in the form or format
requested, if it is readily producible in such form or format.

6. The Non-Exchange Entity may charge a fee only to recoup their
costs for labor for copying the PII, supplies for creating a paper copy
or a copy on electronic media, postage if the PII is mailed, or any

bt
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10.

costs for preparing an explanation or summary of the PII if the

recipientis has requested and/or agreed to receive such summary. If

such fees are paid, the Non-Exchange Entity must provide the

requested copies in accordance with any other applicable standards

and implementation specifications.

A Non-Exchange Entity that receives a request for notification of, or

access to PII must verify the requestor’s identity in accordance with

Section (3)b below,

A Non-Exchange Entity must complete its review of a request for

access or notification (and grant or deny said notification and/or

access) within 30 days of receipt of the notification andfor access

request.

Except as otherwise provided in (1)a.i.10, if the requested PII cannot

be produced, the Non-Exchange Entity must provide an explanation

for its denial of the notification or access request, and, if applicable,

information regarding the availability of any appeal procedures,

including the appropriate appeal authority’s name, title, and contact

information.

Unreviewable grounds for denial. Non-Exchange Entities may deny

access to PII that they maintain or store without providing an

opportunity for review, in the following circumstances:

a. [If the PII was obtained or created solely for use in legal
proceedings;
b. [If the PII is contained in records that are subject to a law that

either permits withholding the PII or bars the release of such
PIL

(2) Openness and Transparency. In keeping with the standards and implementation
specifications used by the FFE, Non-Exchange Entities must ensure openness and
transparency abour policies, procedures, and rechnologies that directly affect Conswmers,
Applicants, Qualified Individuals, Enrollees, Qualified Emplovers, and Qualified
Emplovees and their Pll.

a.

Standard: Privacy Notice Statement. Prior to collecting PIL, the Non-Exchange
Entity must provide a notice that is prominently and conspicuously displayed on a
public facing Web site, if applicable, or on the electronic and/or paper form the
Non-Exchange Entity will use to gather and/or request PIL

i. Implementation Specifications.

[

The statement must be written in plain language and provided in a
manner that is accessible and timely to people living with disabilities
and with limited English proficiency.
The statement must contain at a minimum the following information:
a. Legal authority to collect PII;
b. Purpose of the information collection;
¢. To whom PII might be disclosed, and for what purposes;
d. Authorized uses and disclosures of any collected information;
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3.

¢.  Whether the request to collect PII is voluntary or mandatory
under the applicable law;
f. Effects of non-disclosure if an individual chooses not to
provide the requested information.
The Non-Exchange Entity shall maintain its Privacy Notice
Statement content by reviewing and revising as necessary on an
annual basis, at a minimum, and before or as soon as possible afier
any change to its privacy policies and procedures.
If the Non-Exchange Entity operates a Web site, it shall ensure that
descriptions of its privacy and security practices, and information on
how to file complaints with CMS and the Non-Exchange Entity, are
publicly available through its Web site.

(3) Individual cheice. In keeping with the standards and implementation specifications used by
the FFE, Non-Exchange Entities should ensure that Consumers, Applicants, Qualified
Individuals, Enrollees, Qualified Employees, and Qualified Employers, or these
individuals' legal representatives or Authorized Representatives, are provided a reasonable
appartinity and capability to make informed decisions about the ereation, collection,
disclosure, access, maintenance, storage, and use of their PII,

a. Standard: Informed Consent. The Non-Exchange Entity may create, collect,

disclose, access, maintain, store, and use PII from Consumers, Applicants, Qualified
Individuals, Enrollees, or these individuals™ legal representatives or Authorized
Representatives, only for the functions and purposes listed in the Privacy Notice
Statement and any relevant agreements in effect as of the time the information is
collected, unless the FFE or Non-Exchange Entity obtains informed consent from
such individuals.

i. Implementation specifications:

The Non-Exchange Entity must obtain informed consent from
individuals for any use or disclosure of information that is not
permissible within the scope of the Privacy Notice Statement and
any relevant agreements that were in effect as of the time the PII was
collected. Such consent must be subject to a right of revocation.

2. Any such consent that serves as the basis of a use or disclosure must:

3.

a. Be provided in specific terms and in plain language;
b. Identify the entity collecting or using the PII, and/or making
the disclosure;
c. Identify the specific collections, use(s), and disclosure(s) of
specified PIT with respect to a specific recipient(s);
d. Provide notice of an individual’s ability to revoke the consent
at any time.
Consent documents must be appropriately secured and retained for
10 years.

(4)  Creation, collection, disclosure, access, maintenance, storage, and use limitations. In

keeping with the standards and implementation specifications used by the FFE, Non-
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Exchange Entities must ensure that PITis only created, collected, disclosed, accessed,
maintained, stored, and used, to the extent necessary to accomplish a specified
purpase(s) in the contractual agreement and any appendices. Such information shall
never be used to discriminate against a Consumer, Applicant, Qualified Individual,
Enrollee, Qualified Emplovee, or Qualified Employer.

a. Standard: Other than in accordance with the consent procedures outlined above, the
Non-Exchange Entity shall only create, collect, disclose, access, maintain, store, and
use PII:

1. To the extent necessary to ensure the efficient operation of the
Exchange;

2. In accordance with its published Privacy Notice Statement and any

applicable agreements that were in effect at the time the PII was

collected, including the consent procedures outlined above in Section

(3) above; and/or

In accordance with the permissible functions outlined in the

regulations and agreements between CMS and the Non-Exchange

Entity.

fad

b. Standard: Non-discrimination. The Non-Exchange Entity should, to the greatest
extent practicable, collect PII directly from the Consumer, Applicant, Qualified
Individual, Enrollee, Qualified Employee, or Qualified Employer, when the
information may result in adverse determinations about benefits.

¢. Standard: Prohibited uses and disclosures of P11

i. Implementation Specifications:

1. The Non-Exchange Entity shall not request Information regarding
citizenship, status as a national, or immigration status for an
individual who is not seeking coverage for himself or herself on any
application.

2. The Non-Exchange Entity shall not require an individual who is not

seeking coverage for himself or herself to provide a social security

number (SSN), except if an Applicant’s eligibility is reliant on a tax
filer’s tax return and their SSN is relevant to verification of
household income and family size.

The Non-Exchange Entity shall not use PII to discriminate, including

employing marketing practices or benefit designs that will have the

effect of discouraging the enrollment of individuals with significant
health needs in QHPs.

tad

(5) Data quality and integrity. In keeping with the standards and implementation
specifications used by the FFE, Non-Exchange Entities should take reasonable steps to
ensure thar Pl is complere, aceurate, and up-to-date 10 the extent such data is necessary
for the Non-Exchange Enity’s intended use of such data, and that such data has not been
altered or destroved in an unawthorized manner, thereby ensuring the confidentiality,
integrity, and availability of PIL
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a.

b.

Standard: Right to Amend, Correct, Substitute, or Delete PIL. In keeping with the
standards and implemeniation specifications used by the FFE, Non-Exchange

Entities must offer Consumers, Applicants, Qualified Individuals, Enrollees,
Qualified Employees, and Qualified Employers, or these individuals® legal
representatives or Authorized Representatives, an opporiunity to request
amendment, correction, substitution, or deletion of PII maintained and/or stored by
the Non-Exchange Entity if such individual believes that the PII is not accurate,
timely, complete, relevant, or necessary (o accomplish an Exchange- related
function, except where the Information questioned originated from other sources, in
which case the individual should contact the originating source.

i. Implementation Specifications:

1. Such individuals shall be provided with instructions as to how they
should address their requests to the Non-Exchange Entity’s
Responsible Official, in writing or telephonically. They may also be
offered an opportunity to meet with such individual or their
delegate(s) in person.

2. Such individuals shall be instructed to specify the following in each
request:

a. The PII they wish to correct, amend, subsiitute or delete;

b. The reasons for requesting such correction, amendment,
substitution, or deletion, along with any supporting
justification or evidence.

3. Such requests must be granted or denied within no more than 10
working days of receipt.

4, 1If the Responsible Official (or their delegate) reviews these materials
and ultimately agrees that the identified PII is not accurate, timely,
complete, relevant or necessary to accomplish the function for which
the PII was obtained/provided, the PII should be corrected, amended,
substituted, or deleted in accordance with applicable law.

5. [If the Responsible Official (or their delegate) reviews these materials
and ultimately does not agree that the PIT should be corrected,
amended, substituted, or deleted, the requestor shall be informed in
writing of the denial, and, if applicable, the availability of any appeal
procedures. If available, the notification must identify the
appropriate appeal authority including that authority’s name, title,
and contact information,

Standard: Verification of Identity for Requests to Amend, Correct. Subsiitute or
Delete PII. In keeping with the standards and implementation specifications used
by the FFE, Non-Exchange Entities that maintain and/or store PII must develop and
implement policies and procedures to verify the identity of any person who requests
access to; notification of; or amendment, correction, substitution, or deletion of P11
that is maintained by or for the Non-Exchange Entity. This includes confirmation
of an individuals’ legal or personal authority to access; receive notification of; or
seek amendment, correction, substitution, or deletion of a Consumer’s, Applicant’s,
Qualified Individuals’, Enrollee’s, Qualified Employee’s, or Qualified Employer’s
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PII.

i. Implementation Specifications:

1. The requester must submit through mail, via an electronic upload
process, or in-person to the Non-Exchange Entity’s Responsible
Official, a copy of one of the following government-issued
identification: a driver’s license, school identification card, voter
registration card, U.S. military card or draft record, identification
card issued by the federal, state or local government, including a
U.S. passport, military dependent’s identification card, Native
American tribal document, or U.S. Coast Guard Merchant Mariner
card.

2. If such requester cannot provide a copy of one of these documents,
he or she can submit two of the following documents that
corroborate one another: a birth certificate, Social Security card,
marriage certificate, divorce decree, employer identification card,
high school or college diploma, and/or property deed or title.

c. Standard: Accounting for Disclosures. Except for those disclosures made to the
Non-Exchange Entity’s Workforce who have a need for the record in the
performance of their duties; and the disclosures that are necessary 1o carry out the
required functions of the Non-Exchange Entity, Non-Exchange Entities that
maintain and/or siore PII shall maintain an accounting of any and all disclosures,

i. Implementation Specifications:

I. The accounting shall contain the date. nature, and purpose of such
disclosures, and the name and address of the person or agency to
whom the disclosure is made

The accounting shall be retained for at least 10 years after the

disclosure, or the life of the record, whichever is longer.

3. Notwithstanding exceptions in Section (1)a.10, this accounting shall
be available to Consumers, Applicants, Qualified Individuals,
Enrollees, Qualified Employees, Qualified Employers, or these
individuals’ legal representatives or Authorized Representatives, on
their request per the procedures outlined under the access standards
in Section (1) above.

b3

(6) Accountability. in keeping with the standards and implementarion specifications used by the
FEE, Non-Exchange Entities should adopt and implement the standards and
implementation specifications in this document and the cited MARS-E document suite, in a
manner that ensures appropriate monitoring and other means and methods 1o ideniify and
report Incidents and/or Breaches.

a. Standard: Reporting. The Non-Exchange Entity must implement Breach and
Incident Handling procedures that are consistent with CMS’ Incident and Breach




Notification Procedures' and memorialized in the Non-Exchange Entity’s own
written policies and procedures. Such policies and procedures would:

i. Identify the Non-Exchange Entity’s Designated Privacy Official, if
applicable, and/or identify other personnel authorized to access PII and
responsible for reporting and managing Incidents or Breaches to CMS.

ii. Provide details regarding the identification, response, recovery, and
follow-up of Incidents and Breaches, which should include information
regarding the potential need for CMS to immediately suspend or revoke
access to the Hub for containment purposes; and

iti.  Require reporting any Incident or Breach of P11 to the CMS IT Service
Desk by telephone at (410) 786-2580 or 1-800-562-1963 or via email
notification at cms_it_service_desk @cms hhs.gov within required time
frames.

b. Standard: Standard Operating Procedures. The Non-Exchange Entity shall
incorporate privacy and security standards and implementation specifications,
where appropriate, in its standard operating procedures that are associated with
functions involving the creation, collection, disclosure, access, maintenance,
storage, or use of PIL

i. Implementation Specifications:

1. The privacy and security standards and implementation
specifications shall be written in plain language and shall be
available to all of the Non-Exchange Entity’s Workforce members
whose responsibilities entail the creation, collection, maintenance,
storage, access, or use of PIL

2. The procedures shall ensure the Non-Exchange Entity's cooperation
with CMS in resolving any Incident or Breach, including (if
requested by CMS) the return or destruction of any PII files it
received under the Agreement; the provision of a formal response to
an allegation of unauthorized PII use, reuse or disclosure; and/or the
submission of a corrective action plan with steps designed to prevent
any future unauthorized uses, reuses or disclosures.

3. The standard operating procedures must be designed and
implemented to ensure the Non-Exchange Entity and its Workforce
comply with the standards and implementation specifications
contained herein, and must be reasonably designed, taking into
account the size and the type of activities that relate to PII
undertaken by the Non-Exchange Entity, to ensure such compliance.

¢. Standard: Training and Awareness. The Non-Exchange Entity shall develop
training and awareness programs for members of its Workforce that create, collect,
disclose, access, maintain, store, and use PII while carrying out any Authorized
Functions.

! Available at http:/fwww.cims. goviResearch-Statistics-Data-and-Systems/CMS-Information-
Technology/InformationSecurity/Downloads/RMH_VII_7-1_Incident_Handling_Standard. pdf
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i. Implementation Specifications:

1. The Non-Exchange Entity must require such individuals to
successfully complete privacy and security training, as appropriate
for their work duties and level of exposure to PII, prior to when they
assume responsibility for/have access to PIL

2. The Non-Exchange Entity must require periodic role-based training
on an annual basis, at a minimum.

3. The successful completion by such individuals of applicable training
programs, curricula, and examinations offered through the FFE is
sufficient to satisfy the requirements of this paragraph.

d. Standard: Security Controls. The FFE shall adopt and implement the Security
Control standards cited in the MARS-E document suite for protecting the
confidentiality, integrity, and availability of PII.

ii. Implementation Specifications:

1. Implementation specifications for each Security Control are provided
in the MARS-E document suite.




APPENDIX B
DEFINITIONS

This Appendix defines terms that are used in the Agreement and other Appendices. Any
capitalized term used in the Agreement that is not defined here has the meaning provided in
45 CFR 155.20.

(1

(4)

(5)

(6)

(7)

(8)

(9)

(10)

(11)

(12)

(13)

Affordable Care Act (ACA) means the Patient Protection and Affordable Care Act
{Public Law 111-148), as amended by the Health Care and Education Reconciliation
Act of 2010 (Public Law 111-152), which are referred to collectively as the Affordable
Care Act.

Access means availability of a SORN Record to a Subject Individual.

Advance Payments of the Premium Tax Credit (APTC) has the meaning set forth
in 45 CFR 155.20.

Agent or Broker has the meaning set forth in 45 CFR 155.20.
Applicant has the meaning set forth in 45 CFR 155.20.
Application Filer has the meaning set forth in 45 CFR 155.20.

Authorized Function means a task performed by a Non-Exchange Entity that the Non-
Exchange Entity is explicitly authorized or required to perform based on applicable law
or regulation, and as enumerated in the Agreement that incorporates this Appendix B.

Authorized Representative means a person or organization meeting the requirements
set forth in 45 CFR 155.227.

Breach is defined by OMB Memorandum M-07-16, Safeguarding and Responding to
the Breach of Personally Identifiable Information (May 22, 2007), as the compromise,
unauthorized disclosure, unauthorized acquisition, unauthorized access, loss of control
or any similar term or phrase that refers to situations where persons other than authorized
users or for an other than authorized purpose have access or potential access to
Personally Identifiable Information (PLI), whether physical or electronic.

CCIIO means the Center for Consumer Information and Insurance Oversight within
the Centers for Medicare & Medicaid Services (CMS).

Certified Application Counselor means an organization, staff person, or
volunteer meeting the requirements set forth in 45 CFR 155.225.

CMS means the Centers for Medicare & Medicaid Services.

CMS Companion Guides means a CMS-authored guide, available on the CMS web
site, which is meant to be used in conjunction with and supplement relevant
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(14)

(15)

(18)

(19)

(20)

(23)

(24)

(25)

implementation guides published by the Accredited Standards Committee.

CMS Data Services Hub (Hub) is the CMS Federally-managed service to interface
data among connecting entities, including HHS, certain other Federal agencies, and
State Medicaid agencies.

CMS Data Services Hub Web Services (Hub Web Services) means business and
technical services made available by CMS to enable the determination of certain
eligibility and enrollment or Federal financial payment data through the Federally-
facilitated Exchange website, including the collection of personal and financial
information necessary for Consumer, Applicant, Qualified Individual, Qualified
Employer, Qualified Employee, or Enrollee account creations: Qualified Health
Plan (QHP) application submissions; and Insurance Affordability Program
eligibility determinations.

Consumer means a person who, for himself or herself, or on behalf of another
individual, seeks information related to eligibility or coverage through a Qualified
Health Plan (QHP) or Insurance Affordability Program, or whom an agent or broker
(including Web-brokers) registered with the applicable FFE, Navigator, Issuer, Certified
Application Counselor, or other entity assists in applying for a QHP, applying for
APTCs and CSRs, and/or completing enrollment in a QHP through an FFE for
individual market coverage.

Cost-sharing Reductions (CSRs) has the meaning set forth in 45 CFR 155.20.

Customer Service means assistance regarding Health Insurance Coverage provided to a
Consumer, Applicant, or Qualified Individual including but not limited to responding to
questions and complaints and providing information about Health Insurance Coverage
and enrollment processes in connection with the FFEs.

Day or Days means calendar days unless otherwise expressly indicated in the
relevant provision of the Agreement that incorporates this Appendix B.

Department of Insurance (DO1) means the State agency or regulatory authority
that, among other things, licenses, oversees, and regulates Issuers, Agents, and
Brokers that operate within their respective jurisdiction, as applicable.

Designated Privacy Official means a contact person or office responsible for receiving
complaints related to Breaches or Incidents, able to provide further information about
matters covered by the notice, responsible for the development and implementation of
the privacy and security policies and procedures of the Non-Exchange Entity, and
ensuring the Non-Exchange Entity has in place appropriate safeguards to protect the
privacy and security of PIL

Enrollee has the meaning set forth in 45 CFR 155.20.

Enrolilment Reconciliation is the process set forth in 45 CFR 155.400(d).
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(26)

(27)

(28)

(29)

(30)

(31)

(32)

(33)

(34)

(35)

Exchange has the meaning set forth in 45 CFR 155.20.

Federally-facilitated Exchange (FFE) means an Exchange (or Marketplace)
established by HHS and operated by CMS under Section 1321(c)(1} of the ACA for
individual or small group market coverage, including the Federally-facilitated Small
Business Health Options Program (FF-SHOP). Federally-facilitated
Marketplace (FFM) has the same meaning as FFE.

Federal Privacy Impact Assessment (PIA) is an analysis of how information is
handled: (i) to ensure handling conforms to applicable legal, regulatory, and
policy requirements regarding privacys; (ii) to determine the risks and effects of
collecting, maintaining and disseminating information in identifiable form in an
electronic information system; and (iii) to examine and evaluate protections and
alternative processes for handling information to mitigate potential privacy risks,
as defined in OMB Memorandum M-03-22, OMB Guidance for Implementing the
Privacy Provisions of the E-Government Act of 2002 (September 26, 2003).

Health Insurance Coverage has the meaning set forth in 45 CFR 155.20.

Health Insurance Exchanges Program (HIX) means the System of Records that CMS
uses in the administration of the FFE. As a System of Records, the use and disclosure of
the SORN Records maintained by the HIX must comply with the Privacy Act of 1974,
the implementing regulations at 45 CFR Part 5h, and the “routine uses™ that were
cstablished for the HIX in the Federal Register at 78 FR 8538 (February 6, 2013), and
amended by 78 FR 32256 (May 29, 2013) and 78 FR 63211 (October 23, 2013),

HHS means the U.S. Department of Health & Human Services.

Health Insurance Portability and Accountability Act (HIPAA) means the Health
Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, as
amended, and its implementing regulations.

Incident, or Security Incident, means the act of violating an explicit or implied security
policy, which includes attempts (either failed or successful) to gain unauthorized access
to a system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner’s knowledge. instruction, or
consent.

Information means any communication or representation of knowledge such as
facts, data, or opinions in any medium or form, including textual, numerical, graphic,
cartographic, narrative, or audiovisual.

Insurance Affordability Program means a program that is one of the following:
(1) A State Medicaid program under title XIX of the Social Security Act.
(2) A State children’s health insurance program (CHIP) under title XXI of the Social
Security Act.

(3) A State basic health program established under section 1331 of the Affordable
22




(36)

(37)

(38)

(39)

(40)

(41)

(42)

(43)
(44)

(45)

Care Act.

{(4) A program that makes coverage in a Qualified Health Plan through the Exchange
with Advance Payments of the Premium Tax Credit established under section 36B of
the Internal Revenue Code available to Qualified Individuals.

(5) A program that makes available coverage in a Qualified Health Plan through the
Exchange with Cost-sharing Reductions established under section 1402 of the

Affordable Care Act.
Issuer has the meaning set forth in 45 CFR 144,103,

Minimum Acceptable Risk Standards—Exchanges (MARS-E) means a CMS-
published suite of documents, version 2.0 (September 2015), that defines the security
standards required pursuant to 45 CFR 155.260 and 45 CFR. 155.270, for any Exchange,
individual, or entity gaining access to information submitted to an Exchange or through
an Exchange using a direct, system-to-system connection to the Hub, available on the
CCIIO web site.

Navigator has the meaning set forth in 45 CFR 155.20).

Non-Exchange Entity has the meaning at 45 CFR 155.260(b)(1), including but not
limited to QHP issuers, Navigators, agents, and brokers.

OMB means the Office of Management and Budget.

Other Entity Identifier (OEID) means an alternative identification mechanism that is
used to identify itself or have itself identified on all covered transactions in which it
needs to be identified or any other lawful purpose and is available through the
Enumeration System identified in 45 CFR 162.508 to entities with the following
characteristics:
(1) Is identified in a transaction for which the Secretary of HHS has adopted a
standard under 45 CFR Part 162;
(2) Is not eligible to obtain a Health Plan Identifier under 45 CFR 162.506;
(3) Is not eligible to obtain a National Provider Identifier (NPI) under 45 CFR
160.410; and
(4) Is not an individual.

Personally Identifiable Information (PII) has the meaning contained in OMB
Memoranda M-07-16 (May 22, 2007) and means information which can be used to
distinguish or trace an individual’s identity, such as their name, social security number,
biometric records, erc., alone, or when combined with other personal or identifying
information that is linked or linkable to a specific individual, such as date and place of
birth, mother’s maiden name, etc.

Qualified Health Plan (QHP) has the meaning set forth in 45 CFR. 155.20.
Qualified Health Plan (QHP) Issuer has the meaning set forth in 45 CFR 155.20.

Qualified Individual has the meaning set forth in 45 CFR 155.20.
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(46)

(47)

(48)

(49)

(50)

(31)

(52)

(53)

(54)

(55)

(56)

Responsible Official means an individual or officer responsible for managing a Non-
Exchange Entity or Exchange’s records or information systems, or another individual
designated as an individual to whom requests can be made, or the designee of either
such officer or individual who is listed in a Federal System of Records Notice as the
system manager, or another individual listed as an individual to whom requests may be
made, or the designee of either such officer or individual.

Security Control means a safeguard or countermeasure prescribed for an
information system or an organization designed to protect the confidentiality,
integrity, and availability of its information and to meet a set of defined security
requirements.

State means the State that has licensed the Agent, Broker, or Issuer that is a party to
this Agreement.

State Partnership Exchange means a type of FFE in which a State assumes
responsibility for carrying out certain activities related to plan management, consumer
assistance, or both,

Subject Individual means that individual to whom a SORN Record pertains.

System of Records means a group of Records under the control of any Federal
agency from which information is retrieved by name of the individual or by some
identifying number, symbaol, or other identifying particular assigned to the individual,

System of Records Notice (SORN) means a notice published in the Federal Register
notifying the public of a System of Records maintained by a Federal agency. The
notice describes privacy considerations that have been addressed in implementing the
system.

System of Record Notice (SORN) Record means any item, collection, or grouping
of information about an individual that is maintained by an agency, including but not
limited to that individual’s education, financial transactions, medical history, and
criminal or employment history and that contains that individual’s name, or an
identifying number, symbol, or the identifying number, symbol, or other identifying
particular assigned to the individual, such as a finger or voice print or a photograph,
that is part of a System of Records.

Trading Partner means an entity that exchanges enrollment or financial management
data with a Hub contractor.

Web-broker means an individual agent or broker, group of agents and brokers, or
company who uses a non-Federally-facilitated Exchange internet web site to assist
Consumers, Applicants, Qualified Individuals, and Enrollees in the QHP selection and
enrollment process as described in 45 CFR 155.220(c).

Workforce means a Non-Exchange Entity’s or FFE's employees, agents, contractors,
24




subcontractors, officers, directors, agents, representatives, and any other individual who
may create, collect, disclose, access, maintain, store, or use PII in the performance of his
or her duties.

25




(1)

(3)

(4)

(5)

(6)

APPENDIX C
STANDARDS FOR COMMUNICATION WITH THE HUB

Web-broker Entity (“WBE") must complete testing for each Hub-related
transaction it will implement, and shall not be allowed to exchange data with CMS
in production mode until testing is satisfactorily passed, as determined by CMS in
its sole discretion. Successful testing generally means the ability to pass all
applicable HIPAA compliance standards, or other CMS-approved standards, and
to process electronic data and information transmitted by WBE to the Hub. The
capability to submit these test transactions will be maintained by WBE throughout
the term of this Agreement.

Transactions must be formatted in accordance with the Accredited Standards
Committee Implementation Guides adopted under HIPAA, available at
http://store.x 1 2.ora/store/, as applicable and appropriate for the type of
transaction. CMS will make available Companion Guides for the transactions,
which specify necessary situational data elements,

WBE agrees to abide by the applicable policies affecting electronic data
interchange submissions and submitters as published in any of the guidance
documents related to the CMS FFE or Hub, as well as applicable standards in
the appropriate CMS Manual(s) or CMS Companion Guide(s), as published on
the CMS Web site. These materials can be found at
http:ffwww.cms.gov/CCIO/Resources/Resulations-and-
Guidance/Downloads/companion-guide-for-fie-enrollmeni-transaction-v 1 5.pdf
and hutp:/fwww.cms.gov/cciio/resources/regulations-and-guidance/index. html,

WBE agrees to submit test transactions to the Hub prior to the submission of any
transactions to the FFE production system, to determine that the transactions and
responses comply with all requirements and specifications approved by the CMS
and/or the CMS contractor.

WBE agrees that prior to the submission of any additional transaction types to the
FFE production system, or as a result of making changes to an existing transaction
type or system, it will submit test transactions to the Hub in accordance with
paragraph (1) above.

If WBE enters into relationships with other affiliated entities, or their authorized
designees, for submitting and receiving FFE data, it must execute contracts with
such entities that stipulate that such entities and any of its subcontractors or
affiliates, must utilize software tested and approved by WBE as being in the

2 While CMS owns data in the FFE, other contractors operate the FFE system in which the enrollment and
financial management data flow, Contractors provide the pipeline network for the transmission of electronic
data; including the transport of Exchange data to and from the Hub and WBE so that WBE may discern the
activity related 1o enrollment functions of persons they serve. WBE may also use the transported data to
receive descriptions of financial transactions from CMS.
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proper format and compatible with the FFE system.
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Agent Broker General Agreement for FFM Individual Market

Agent Broke | Agreement for FRM I

Fiease read the following Agreemant carefully. By clicking | Agree” when this option Is mace avalable 16 you, ¥ou understand this
constitules your electronic signature and you acceplagres 1o be bound by and abide by the terms and condftions of the Agregment. i you
00 not want to acceptiagree 1o the lerms and conditions of the Agreement, you must click *1 Do Not Agree”

THIS AGENT BROKER GENERAL AGREEMENT (“Agreement’} is entered Into Detween the agent. Broker, or enlity who established this
accpunt and whose name appears on e Markatplace Leamning Managermeant System (MLUMS) account (“AB") and the Centers for Medicare
& Mecicaid Services ("CME), the entity responsible for the management and aversight of the Federally-faciltated Exchange (*FFE"),
pursuant to Section 1312(e) of the Affordable Care Act ("ACA') and the regulations promulgated thereunder, as codifed in 45 CFR

155 2200

Agenl Broker General Agresmend for FEM

I. Background

Section 1312{e) of the ACA provides that the Secretary of the S, Department of Heakh and Human Services shall establish pocegures
unger which Agents or Brokers may participate in an Exchange. 45 CFR 155 220 provides thal AQents and Brokers may enroll indhiduals in
2 Quaified Hearn Plan ("0HP") as soon as the OHP i offered through an Exchange in the State; and may also assist individuals in
applying for enrolimeént in a GHP through the Exchange, Advance Payments of the Premium Tax Credits (“APTCS") andior Cost-Sharing
Reguctions ("CSAS"), 1o the extent that Agents and Brokers are permitted 1o do 5o Dy the State In which Ihey operats

4% CFR 135 22040) requires all Agents or Brokers enrolling Qualified Indrviduals in QHPs In 3 manner 1Nat constiutes enroliment through
the Exchange. or assstng Cuaiifiéd Individuals in applying for OHPs, APTCs and C$RS. to comply with the terms of an agreement betwesn
the Agent or Broker and the Exchange

Pursuant to section 155 220(a) and subject 1o State law, this Agresmen! establishes the Standancs and requirements for AB to: {a) assist
Consumers, Applicants, Quaifled Indhviduals, and Enroliees in applying for eligibilty for GHPs, APTCs, andior CSRs. and (b) enroll Qualified
Indhviduals in 8 GHP through the individual market FFE in a manner that constitutes enroiment through an Exchange

Agenl Broker General Agreement for FRM Indridual Marke!

Il. Definitions
Terms in this paragraph are gennes pursuant to federal regulations, and are Lubject 10 change Ehrough future rukemaking

Agent or broker: Has the meaning et forth in 45 CFR 155 20

Advance Payments of the Premium Tax Credd (APTCI Has the meaning set forh in 45 CFR 155.20

Appicant. Has the meaning set forth in 45 CFR 155.20.

Cost-sharing Reduction (CSR)- Has the meaning et forth In 45 CFR 155.20

Consumer A person who, for himser or herself, or on behalf of ancther individual, seeks Information retated to ehgibalty or coverage

hfough a Qualified Health Pian (QHR) or other Insurance Affordability Frogram or whom an agent or broker (INCIQing Web-Drokers)

Navigator, Issuer, Cenified Application Counselor, or oiher entity assists in appiving for a coverage through GHP, applying for APTCS

and CSRs. andior completing enrolment in a QHP trough Its web site for individual market coverage

Envolee: As defined for the punposes of this Agreement. an Indhigial enrolied in @ OHP or ofher Insurance Affordabiity Program

g Fegeraly-facktated Exchange (“FFE™). As defined for the purposes of this Agreement, an Exchange established by HHS and operated
by G145 under Section 1321(¢){1) of the Afforgable Care Act for Indhidual market COVBrage,

. Insurance Afordadiity Program. Has the meaning set forth in 45 CFR 155.20

Personaly identmable Informaton (Pif): Has the meaning contained in OMS Memoranda M-07-16 (May 22, 2007) ang means

Infermation which can b+ used to distingulsh or trace an indhidual's identlty, Such as Ieir name, social secury number, Biometriz

records. efc.. along. or when combined with other personal of igentifying Information that is linked or inkabie Lo a specific indhvidual

such a5 date and place of birth, mother's makden name, éic

Quaited Healn Pian (GHP). Has the meaning set forth in 45 CFR 15520,

Quaithed Individual Has the meaning sat forth in 45 CFR 155.20

TN e
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Il. Obligations and Conditions

To enrodl Quaimied Indniduals in a8 OHF in @ manner that constitutes enroliment tnrgugh the FFE and [0 assist indhviguals in appiying for
APTCs and CSAs, AB hereby agrees to.

a Register wih the FFE in advance of assisting Consumers. Appiicants. Qualfied Inahicuals, and Enroliees. or enroliing Qualfied
Individuals in QHPs through the FFE

b. Receive training in the range of OHP oplions and insurance affordabiity programs offered through the FFE

¢ Comply with the privacy and security standards agopted by the FFE as a condition of a separately executed agreement with CMS
pursuant fo 45 CFR § 155 260(b);

2. Compdy with all applicabile State law related to Agents and Brokers in each state in which AB operates, INCiuding but not imited to State
laws related 10 confidentiality and conficts of interest; and State laws related 1o appointments, a5 a condition of enroling Consumers
Applicants, Quaified Indiviguals, and Enrolzes in QHPS through the FFE

£ Maintain valid Boensure in every state that AB offers QHPs thrgugh the FFE

T Compdy with the Affordable Care Act and all applicable current and fulure regulations and guidance. and

g. Comply with any and all other applicable taws, statules reguiations or ordinances of the United States of Amenca, and any Federal
Government agency. board or court. that are applicable 1o the conduct of the activiies that are the subject of this Agreement, Incluging but
nol necessarily limited to the Health Insurance Portability and Accountabiity Act (HIPAA), Section 6103{D)2) of the Internal Revenue Code
any agdtional and applcable standards required by Siatule. and any regulations of policies mplementing of Interpreting such statutory
provislans hereafler issued by CHS. In the event of a conflict between the terms of this Agreement and. any statulory, regulatory, or sub-
reguiatory guigance released by CMS, the statutory, regutatory, of sub-regulatory guidance reieased by CMS shall control

| Agreement Tor FFM Indvidual kManket

V. Miscellaneous (1 of 3)

3 This Agreement becomes effective on the cate that AB electronically executes this Agreement and
€nas on the day before the first day of the open enroliment penod 1or the Benefit year Beginning January 1. 2017 This Agreement i
rengwable Tor subsequent one (1)-vear lBNms upon thirty (30) Days advance wiitlen notice 1o AB at CMS's sole and absolute discration

b. Tenmination and Reconsigeration. The termination of this Agreement and the reconsideration of any such termination shall be governed
by the termination and reconsideration standards agopled by the FFE

¢ Molice Al notices spacificaly requined under this Agreement shall be given in wiiling and shall be delivered as follows

i to CMS
Centers for Medicare & Medicaid Services (CMS)

Center for Consumer Information & Insurance Oversight (CCIO)
Altn: Office of the Director

Room 7394

200 Independence Avenue SW

Washinglon. OC 20201

Ifto AB o AB's a0dress on record

Molices sent by Nand of overmight courier Service, or mailed by certied o registered mai. shall be deemed to have been given when
recefied; notices sent by facsimile shall be deemed 10 have Deen given when the appropriate confirmation of receipt has been recepen
provided, that notices not given on a business day (Le.. Monday - Friday exciuding Federal holidays) between 9:00 2m and 500 pom local
L where the recipient is locatea shall be geemed 1o have been given a1 900 am on the next business day for the recipient. ChS and AS
may change tneir contact information for noticet and other communications by providing thirty (30) Days’ wiitten notice of such change in
accorgance with this provision




Agenl Broker G ral Agreement for FRM Indancdiual harked

IV, Miscellaneous (2 of 3)

d AB ghall not assign this Agréement in whole of in part. whether by merger. acquisition. consolication
Teorganization or otherwise, nor subcontract any portion of the sendces to be provided by AB under this Agreement. nor othérwise delegate
any of Its abligations under this Agreement. without the express. prior written consent of CMS, which consent may be withheld, conditioned
granied or genied in CMS's sole and abssiute discreton. AB further shall not assign this Agreement or ary of is righls or obligations
hereunder wihoul the prior writien consent of the State. If AB attempts 1o make an assignment, SUDCONIact ks Senvice obligations or
otherwise delegale s oblgations hereunder in viclation of this provision, such B55ignment. subcontract or delegation shall be deemed void
ag i and of no force or effect. and AS shall remain legally bound hereto and responsitie for all obligations under this Agreement. AB
Shall further be thereafier subject 1o such compliance actions as may otherwise be provided for under appiicable aw

€ Severabiity The invalicity or unenforceability of any provision of this Agreement shall ngt affect the valoRy or enforceabilty of any other
provision of this Agreement In the event that any provision of this Agreement is getermined 1o be invalid, unenforceable or otherwise Begal
SUCh provision shall be deemed restated. in accordance with applicabie law, 1o refiect as nearty a5 possible the ariginal intention of the
parties. and the remainder of the Agrésment shall be In full force and affest

I Deschymir of Joant Venture. Mefthar this Agreement naf the activites of AB contemplated by and under this Agreement shaill be deemed or
Consirued to creale In any way any parinership, joint venture or agency relationship between CMS and AB. Melther CMS or AS ks, nor shall
efiher CMS of AB hold Rsef out 1o De, vesied with any power of fight 1o bingd e other Conbraciualy of 10 act on behalf of the other, except
I0 e extent expressly et forth in ACA and the regulations codfied thereunder inchuding as codified at 45 CFR part 155

V. Migcellanecus (3 of 3)

0. Bemedies Cumylathe No remedy heréin confermed upon or réssrved o CMS under this Agreement i intended 1o be exclusive of any
Other remedy or remegies available 1o CME undar aperative Law and regulation, and each ang EVery SuCh remedy. 1o the extent permitied
Dy law. shall be cumulative and in agdition 1o any other remedy now or hereafler existing at law or In equity of otherwise

h. Govening Law This Agreement shall be governed by the laws and common law of the United States of America, including wiheut
limitation such reguiations as may De promulgated from time 1o time by the HHS or any of s constituent agencies, without regard to any
conflict of aws statutes of rules. AB further agrees and consents 1o the jurisdiction of the Federal Courts located within the District of
Colurmbila and the courts of appeal therefrom, and walves any claim of lack of jursgiction af frurm non ponvenens

| Amengment AB acknowledges that during the term of this Agresment, CIS may amend this Agreement (o incorparate any addrional
slangaras required Dy stalule. reguiation or policy implementing or Interpreting such statutory of regulatory provisions MNotwilhstanding the
foregoing. should there be any conflict or INconsisiency between the standards and cbiigations contained in this Agreement and any
Statutory, regulatory, of sub-reguiatony guidance released by CMS, AB must compky with the statutory, regulatory. and sub-regulatary
siandards released by CHS

Agen! Broker General Agreement for FFR Indnading) Markel

Accept Agreement

Dognl Accept the terms and conditions of the AGENT BROKER GENERAL AGREEMENT FOR THE FEDERALLY-FACILITATED
EX E INDIVIDUAL MARKET?

Select ") Agree” to provide your electronic signature.
Select your response and then click Submit.
® agree
| Do Mot Agres




Agent Broker Privacy and Security Agreement for FFM Individual Market

Flcase carefully read the fallswing Agreement ang Agpendices, which ere mcorporated by reference injo the Agreement. By chicking 1
Agree” when this option i made available 1o you, you understand this constiutes VOLUT elartroni sinalure and you acoeptiagree to be
bound by and abide by the terms and concitions of the Agreement. If you 0o not want to acceptiagras to the terms and concilions of the
Agreement you must click *1 Do Nol Agree”

¥You can accets the Appendicet to this Agresmant by clicking en the following links:
ADpENGix &
ﬂ':mul'! x B

Agenl Bioker Priva UMy Agrecment or FEM Indeadieal Market

Privacy and Security Agreement

AGREEMENT BETWEEN AGENT OR BROKER AND THE CENTERS FOR MEDICARE & MEDICAIC SERVICES FOR THE FEDERALLY-
FACILITATED EXCHANGE INDIVIDUAL MARKET

THIS AGREEMENT ("Agreement’) is entered nic by and between THE CENTERS FOR MEDICARE & MEDICAID SERVICES ("CM3'), as
1he Farty (as cefined Delow) responsitie for the management and cversignt of the Fecerally-facilitated Exchange" (“FFE") inchuding the
CMS Data Seraces HUD ("HUb"), and e agent, broker, of Nty who establisNea ths account and whose name appears on the
Marketplace Learning Management System (MLIMS) account [hereinalter iefeied 1o as ABE"), an Ageni ot Broker that, arrong other
things, easixts Consumers, Applicants, Qualified Indvicuals Bnd ERrslees in applying for Advance Payrments of the Premium Tox Credits
{"APTCE") ang Cost-sharing Reductions ("CSRe”) far Guaified Heath Plang (QHPE"), andier in compliding enroliment in OHEE offered in
the Inakidual market through the FRE and provides Customes Ssrvice (CIS and ABE herelnafter referred o 35 “PaMy” of collactvely as
the “Farties”)

“References to the Federaly fagidaled Exchange 0quates 1o e Fegeany-facirated Marotiaoe




Individual Marketplace Privacy and Security Agreement

Agenl Broker Pri scuiity Agrecment for FRM Individual Marioet

Whereas:

1 Section 1312(¢) of the Afordabie Care Ac {ACA’) provides that me Secretary of the LS Depanment of Heath and Human Services
(THFS") SNl eS13bRSK Proceaures Nal permme Agents and Brokers 1o enroll QUaIMeD INAvIALRES In QHPS nrough an Exchange, ana
1o a3t incividuals in Bpplying for Advance Paymenss of the Premium Tex Credit (APTCS") and Cost-shanng Reductions ("CSRs, 19
the edent aliowed by Stales To particnate in an FFE. Agente and Brokers mus? compiete all nerescarny registration and training
reguremen's under 45 CFR 158 220

2 Tofacinate the operation of the FFE, CMS desires to permi ABE to create, collect, gisciose. access maintain, SIcre, of use their
Personally igentifiable Intormation ("FIC) from CMS. Consumers, Appicants, Qualified Indviduals ang Enrcliees, or their legal
fepreseniative or AUthorzed Representative, 1o e axtent thal these achvitis are Necescany to cary ot he AUthonzed Funchons
that the ACA and implementing regulations permit

3 ASE s an entity or incivicual icensed by the appicable Stae Depanment of Ingurance ("001') of [S1at#) 3¢ an Agent or Breker. and
desires o creale. collect. disclose, access. maintain, store. and use PIl from CMS. Consumers. Applcants, Oualified Individuals and
Enrolees to perform the Authorizec Functions described in Sections Ila of this Agreement

4 45 CFR 152 260(b) provides that an Exchangs must require the same or more Stringent privacy anc Securty flancards as are
€3iabshed and implemented for the Exchange under 45 CFR 155 260a). 35 a condition of contract or agreemant with Non-
Exchange Entites. and ASE s a Non-Exchange Entity

& COMS. inthe administration of the FFES and the Hub, has adopled privacy and security standards concerning P, as et forth in
AnpeEndic A “Frivacy and Securty Standards and Implementation Speciicaliong fod Non-Exchange Enthles

Now, therefore, in consideration of the pIomises ang covenants herein contained, the agequacy of which the Parties acknowledge, the
Parlies agies as olows

SECUTY Agreernenl o FEM intividual bMarke]

. Definitions

-BPE3IZET LErmS NCT CINEMAISE LPECACZIly DEMNE NETeIn SNall Nave TNe MEaning 561 T0MN In the MAChe AJDENIX B "DSINCIONS,~ anaior
in 45 CFR 155.20 which defintions are heteby ncarporated by reference

Ager! Brocer PrvacySocury Agresmen’ for FEM Indeadual Market

Il. Acceptance of Standard Rules of Conduct (1 of §

ABE hereby acknowsedges and agrees 1o actept and abice by e Standand rules of conduct et fonn belw ang n ADpenam A “Frivacy
ang Secunty Stancards and implementaton Speafications for MNon-Exchange Entties.” which & incorporated Dy reference n this
Agrezment. wile anc as engaging in any ALty 35 an AJEnT of BAOKEr Tor PUTPOS2S of INe AGA ASE Snail D& DOUNJ 10 SIICTlY agnere 10
the prIvacy and S&curty STancares, and th ensure tat 15 Workionee 1hat Cledes, colects. JCCesSSes. Siores MANANS, JISCIOSEE O p5es
Pl i the FFE. SUictly aoneie w the same, for e eMCient operalicn of e FFE.
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Il. Acceptance of Standard Rules of Conduct (2 of B)
& Authedzeg Fyrctions ADE may create, collect, disclose, Beoess, maintain, store, and uss P far

Assisting with appications for QHP eligibility
Supporting OHP selection and enroliment by assisting wih pan selection and plar comparisons.

Assisting with applcations for the receipt of APTCS or CSRs, and selecling an APTC amoun:,

Faciitating the collecton of standardized atiestations actnowstaging the receipt of the APTC o CSR determination, if applicable;
Assisting with the application for and aetermingtion of certificates of exemplion,

Assising wiin fling appeals of eligbilty cetermnaions in connectin with the FFE

Transmitling information about the Consumer's Applicant’s, Qualifed Individuars, or Enrofiee’s decisons reganding OHP enrgliment
andior CSR and APTC information to the FFE

&, Faciaung payment cf the infial premium amount i appropriate OHF

9. Facliating an Enfollee"s abBly (o glsenioll foma aHS, ang

0. Eewscating Consumers. Applcants, or Enroliees on insurancs a'fordabliity programs, and f appicasie informing such individuats of
cligibity for Medicaid or Chidren's Health Insuronce Program (CHP)

N de LD R =

Agent B curty Agreement for FFEM Individual Market

Il. Acceptance of Standard Rules of Conduct {3 of B)

a Authorized Funclions. continued ABE may creale, collect, disciose. Broess rraintain, store, and wse Pl for;

11. Assisting an Enroliee’s abiity to report changes n ehgibilty status to Ihe FFE throughout the coverage year, inchugding changes ina
may impact eligibility (.., agding a dependent);

12, Comecting errors in the application for OHP enroliment:

13. Informing or reminging Enfoliees when QHP coverage should be renewed, when Enrolless ray no longer be elgible to maintain their
turrent QHP coverage because of age, o to nform Enfoliees of coverage QHP options af renewal,

14, Providing appropriate information, materials, and programs 10 inform and éducate Consumers. Applcants. Cuaified Individuals, and
Enroliees about the use and management of their health information and services ana options offered through the selected OHP ang
among the avalable OHP options:

15. Contacting Consumers, Applicants, Qualified Indriduals, and Enroliees 1o assess their satisfaction or resolve COMPLANIS With Services
provided by ABE in conrection with the FFE or QHPS:

16 Proviging assistance in comfrunicating wih QHP Issuers

17. Carrying out ASE'S legal responsiitties refated 1o OHP lsuer functions in the FFE, as permitted of reguired by ABE's contractual
refationsnips with OHP Is5uers; ang

16. Other funclions substantially similar 1o those enumerated above and such other Tunctizns that shall may be approved by CMS in
wiiting from firme to time




Agenl Brokes Privacy/Seourity Agrecment for FEM Indisduat Markel

Il. Acceptance of Standard Rules of Conduct id of 5)

0 ELEECRIRd Sueot 1¢ I 18ms and condnians of this AgIeement and appicanie aws in PEFTONMENg [Ne BSKks Contempated under ths
Agreement, ABE may creale, COBECL DISTI0SE, BUCESS, MAMAN, SIOMe. and use M Foliowing data and P Tiom Condumers. Applicanis,
Cugiiled iIncividuals, and ENrolizes, o tese NoNcusEs kgl represeniative of Authorizeg Represeniaive

Chck harg r— 7 o -

ity AgTee Ty 5 4 Tual Market

Il. Acceptance of Standerd Rules of Conduct (5 of 5

¢ Solecyon of BIl. Pl colected from Consumers. Appicants. Qualited Individuale, or Enrglast, or tnese inahviduals’ legal repregentathie o
Authorized Represantative. in the conbext of tompieting an applization for QHP. APTC or CSR eligibiity. or any data Tansmitted fom or
throwgh the Hub, may be used only for the Authorized Functions specified in Section 11 2 of this Agreerrent Such information may not be
reused for any olher purpose

d Anfarmation P I CEn This Agreement doss not preciude ABE from separately caleiling
information from Consumers, Applicants, Qualified Indidduals. or Enralises, o thelr legal representative or Auwchorized Representathve. for o
non-FFEMON-Hub purpose, and usng. reusing. and disciesing such non.FFEnon-Hub information ootaned separately as permiited by
apolicablz law andior sihér apphcadle authomies  Such mfomation must be separately colected and stared from amy Pl collected in
aciordance with Section |1.c of this Agreement

€ ADIEly Of Consumes 1o LIN Colleclion and Use ABE agrees Lo allow the Consumer, Applicant, Quanted Ingividual of Enioliee. of Dese

inthiduais’ legel representalve or Authonzed Representative, to limil the ABE's creation, coliection, use, mamtenance, storage. ond
dechrture of their P10 the sole purpose of oblaining ABE's aseiciance in applying for QHZ, APTC or CER eligibiity, and for parformng
Authorized Functions specified n Sectian il 3 of this Agresmant

PrvacySecunty Agreement fod FERM Indsndusl Marked 10ol16

Il Effective Date; Term and Renewal

@ Cffective Date ang Teim This Agreement becomes efiective on the date that AEE electron ically executes his Agreement and ends on
the day before the firet day of ihe open enrolment period for the beneft yeal beginning January 1, 2017

b Bapieerl This Agreement may b renewed in the soke and absolule discretion of CMS for subseguent and Consecutive one 1) yea
Petleds upon thity (20) Days’ advance written potice lo Agieeing Farty

V. Termination

2. Iemmnalion withoul Cause Eiher Pary may lenminate this Agreement without cause and far Bs convenience upon thirty (30) Days' prior
wrilken notice: to the ather Party. This Agreement shall automatically tefrminate at the end of its term of In connection with the rejection of an
amenament as provioed for in Section V1 | of 1his Agreement

b. Termination wilh Cause CMS may terminale this Agreement for cause. a5 Tollows

| Termenation wilh Motice ©MS may lerminate this Agreement upon thirty (30)-Days’ wiitten notice 1o ABE If ASE materially breaches
aniy term of this Agreement as determined at the sole but reasonable giscretion of CMS, uniess ABE commences curing such
breachies) within such 30-Day period to the reasonable satisTaction of CMS in the manner hereater desclibea in this subsection
and thereafler iligently prosecutes such ture fo comgletion. The 30-Day notice from CMS shall contain a descriplion of the material
breach, whereupon ABE shall have seven (T) Cays from the date of the notice In which 10 propose a plan and a time frame to cure
the material bréach. which plan and time frame may be rejected approvéd or amended in CMS's sole but réasonable

guscretion. Notwanstanding the foregoing, ABE shall be considered in “Habdtual Default” of this Agreement In the event thal it has
Deen served with 2 30-Day nobice under this subsection more than three {3) times in any calendar year, whaneupon CMS may, in £
sole discretion. immediately thereafier terminate inis Agréement upon notice 1o ASE without any furthér opporiunity 1o cure or
propose cure




Agen! Broker Prvac CUriy Ag fil lor FFM Ind

V. Destruction of Pll

ABE covenants and agrees lo destroy all PIlin its possession at the end of the record retention penod requirsd under Appendix A i, upon
the lemination or expiration of this Agreement. ABE has in it passession PIl for which no relention period Is specified in Appendlx & such
Fil shall be destroyed within 30 Days of the 18fmination of éxpiralion of this Agreement. ABE's duty 10 protect and maintain the jprivacy and
securtty of PII, as provided for in Appendic & of this Agreement. shall continue In full force and effect until such P11 is gestroyed and shall
survive the termination or explration of this Agreement
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V. Miscellaneous (1 of 3)
2 NOCE Al notices spectically required under this Agreement shall e given in wiiting and shall be celivered as follows

Ifo CMS

Centers for Medicare & Medicaid Services (CMS)
Center for Consumer Information & insurance Oversight (CCIO)
Ann: Office of the Director

Roam T36H

200 Independence Avenue, SW

Washinglon, DC 20201

If by ABE, to ABE'S acgress on record

Molices sen? by hand of overnight courier sérvice, or mailed by centified or registered mall, shail be oeermid ta have been Jiven when
received. notices sent by facsimile shall be deemed 1o have been given when the approprigte confirmation of receip! has been received,
provided, thal notices not given on a business Oay (L&, Monday - Friday éxcuding Federal holidays) between 900 4 m and 500 pm lkocal
time where the recipient is located shall be deemad 1o have been given at 5,00 a.m. on the next business day for the reciplent. ERher Party
tor this Agreement may change fis contact Infarmation for notices ang other communications by providing 30 Days’ witen notice of such
change in accordance with this provision

Vi. Miscellaneous (2 of 3)

b I . ABE shall not 253ign this Agreement in whole of in part, whether by menger, acquisition, consolidation,
reorganization or otherwise. nor subtontract any portian of the Services to be provided by ABE under this Agreement, nor otherwise
delegate any of its obligations under this Agreement without the EXDIESS, PNOr wrmlen consent of CMS, which consent may be withheld,
cenditioned. granted or denied in CMS's sole and absolule discretion. ABE further ehail not assign this Agreement or any of is rights o
obigations hereundger without the prior written consent of the State. If ABE atiempls 1o make an assignment. subcantract its service
obligations or ofherwise detegate ds obligatisns hereunder in violation of this provision, such assignment, subconiract or delegation shall be
deemed void &5 o and of no force or efflect, and ABE shall remain kegally bound hereto and responsible for all oblgations under this
Agreement. ASE shall further be thereafier subject to such compliance actions as may oiherwise be provided for uncer appicable law

© Sunival ABE's duty to protect and maintain the privacy and security of Pil under this Agreement shall survive the expiration or earker
termination of this Agreement

. Seyerabiey. The invalidity or unenforceabiiy of any provision of this Agreement shall not affect the validity or enforceabiiiy of any other
provision of this Agreement. In the event thal any provision of this Agreement i& determined to be invalid, unenforceable of otherwise Megal,
Such provision snall be deemed réslaled, in accordance with appicable law, 1o reflect as nearly as possible the original intention of the
parties, and the remamnder of the Agreement shall be in full force and effect

& Disclaimer of Joinl Venture Nelther this Agreement nor the activities of ABE contemplated by and under this Agreement shall be desmeg
or consirued to create in any way any partnership. joint venture of agency relationship between the Parties. Nelther Party is. nor shall
efiher Farty hold itself out 1o be, vested with any power or right to bind the ather Party contractually or to aci on behal of the olher Party
excepd to the extent expressly sel forth in ACA and the reguiations codified thereunder. including as cooiMed at 45 CFR part 155

1. Mo remedy herein conferred upon or reserved 1o CMS under this Agreement i intended to be exchisive af any
Glher remedy of rémedies avallable to CMS under operative lw and requiation, and each and every such rémedy. 1o the extent permited
by R, shall be cumulative and in addition to any eiher remedy now or hereafer exsting at law of in equily or giherwise
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VI. Miscellaneous (3 of 3)

9 Complance with Law ABE covenants and agrees 19 comply with any and al appicabie laws, statutes reguiations or ordinances of the
United States of Amernica, and any Federal Govermment agency, board or courl. thal are applicable 1o the conduct of the activities that are
the subject of this Agreement. incluging bul not necessarlly limited to. any addrtional and applicable stangaras required by stalule, ang any
regulations or policies Implementing or iInlerpreting such statulony provisions nereaner iksued by CIS. In the event of 3 confict between the
terms of nis Agreement and. any statulory. regulatory, of sub-regulatory guidance released by CMS, the requirement which constitutes the
siricier, higher or more stringent bevel of complance shall control

h. Govérning Law. This Agreement will be governed by the laws and common law of the Unked Stales of Amesica, including withgat
limitation such reguiations as may be promulgated from time 1o time by HHS or any of its constiteent agencies, without regard to any conflict
of laws siatules or rules. ABE TUrINEr agrées and consents o the jurisdiction of the Federal Couns kocated within the District of Columbia
and the courts of appeal therefrom, and wailves any <laim of lack of jurisdiction or farm non convenens

I Ameagdment. CMS may amend this Agreement for purposes of refiecting changes in applicabie law or regulations, with such amendments
taking effect upon thirly (30)-Days’ written notice 10 ABE (*CMS notice period”) Any amendments made under this provision will only have
prospective effect and wil not bé appled retrospectively. ABE may refect such amendment, by providing to CMS. during the CMS notice
period. thirty (30)-Days’ wiitten notice of ils infent 10 reject the amendment {"rejeciion nolice period” ). Any such rejection of an amendment
made by CMS shall resull in the termination of this AJIEemen upon expiration of the repection notice period

| Audif. ABE agrees that CMS, the Comptroller General, the Office of the Inspector General of HHS or their designees have the night 1o
audit, Inspect, evaluate, examine, and make excerpls, ranscripts, and copies of any books. records, documents, and oiher evigence of
ABE comgliance with the requiremsnts of this Agreement. upan reasonable notice to ABE ang ouring ABE'S regular business hours and at
ABE'S regular business location. ABE further agrees 1o akw reasonable sccess 1o the Information and faciities requesied by CMS, the
Comptrolier General, the Office of the Inspector General of HHS or their désignees for the purpose of such an aude
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Accept Privacy and Security Agreement

D“clrgw agree to accept the privacy and securty terms and conditions under the AGREEMENT BETWEEN AGENT OR BROKER AND
CENTERS FOR MEDICARE AND MEDICAID SERVICES FOR THE FEDERALLY-FACILITATED EXCHANGE INDIVIDUAL MARKET?

Salect ~| Agree” to provide your electrenic signature,

Select your response and then click Submit. ATer you have submitted Your response, please close the window by clicking "Exit’ in
ihe upper nght comer. This will ensure that your response is entersd sUCCHSTUlly.

& agree
| Do Not Agree







